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Cope with offending in Metaverse

Case study of offending in Massive Multiplayer Online Role-Playing Games

Chetsadaphong Khamchu! & Thatchai Pitaneelaboot?

Received: February 14, 2022 Revised: March 27, 2022 Accepted: April 19, 2022

Abstract

Nowadays, the metaverse is popular and is increasingly used by both individuals and
the private sector but subsequent legal and law enforcement issues over offenses in the
metaverse have not yet been mentioned. The purpose of this article is to explain crimes that
have happened in the Massive Multiplayer Online Role-Playing Game (MMORPG) as well as to
compare the judicial processes of different nations to analyze the rules of law and law
enforcement. According to the study's findings, there is an issue in the present Thai law
because the virtual property in MMORPG is a shapeless object and, therefore, cannot be
classified as property in Section 137 under the Civil and Commercial Code. This means the
virtual property is not an asset according to the definition of the Penal Code; thus they are
unable to enforce the law. Even though such cases have already been prosecuted in many
nations, there are no specific provisions for virtual property offenses in MMORPG. Therefore,
the law should be amended in two ways: 1) the establishment of a special law for offenses
committed against virtual property as a specific provision; or 2) the reinterpretation of the law
in force. In addition to legal issues related to digital assets in the metaverse world, sexual
harassment and verbal harassment in VR will be other issues that government agencies need

to focus on.

Keywords: Metaverse, MMORPG, Offending, Virtual Property
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Environments) Liulaniafioufiauiiainmlunisuansesn vienseiinseing 9 Wunsaseyuvy
goulay nmsfiuduiusiunigluiny (Omitry Turitsyn, 2021) vilvgiaudanuidnuileudulalddin
melunueoulatinuty

fefu Fsanansnazuanumiiousazuanssveaunisauazsinuooulatiuy MMORPG lésdl
fanuooulaiuul MMORPG wagiunisa Wunsadanmuindeunsidviaseulailnegldam
vIeglauauIadufAuiusiILeIng (Avatar) nlleuiu winsasaussaunisalliiugiauinunie
Fldaufimnuunndnaiu nsnueeulayiius MMORPG azitfulufinisimunnuaainsnvesedns
Nun1s 15 (Quest) nsvndunsndanelunuiinnean (Rare Virtual Property) daunisasng
Uszaumsalinuwniifaezduluiinisaisaninuindenaiiou (Virtual World) uagdfanssy
vangfanssuiiannsnideuseldiulanes sulufsszuuimsugionelunuesulatuul MMORPG
wwduszuuuulaiinisld Token nglunuvindu dussuuiaswsivvesmmidsadunisvhssnssy
Tutnuw1uaIUlniaasisud nie NFT (Non-Fungible Token) & 13 1udlunsziduIuadvia
(Digital Wallet) fiwanidsumnanniduasdlulanass suduuaidsasadumiiountsadrdlaniaiion

Mglduansaduetuliasavulaniaiiou

JaymnsnseriRnfiniatulunuesulaiuus MMORPG

911971478V Ying-Chieh Chen, Patrick S. Chen, Jing-Jang Hwang W@ Larry Korba
wSounnz Tavin133de13es nshasisidnvazassnisnszvhialuinuesulay (An analysis of
online gaming crime characteristics) lngd1uunls 4 dnwug As 1) n15lasnssudnanwal
(Identity Theft) Aon15n3evinAnA satuniswaramusylev (Exploit) 910 UserlD Password
slUds nswdgdunieluin (Visual Properties) senslananas (Malware) anlusunsudigiau
3 0d N5l wEnIARURIAeSlUNITIaTNTIU 2) N1STEaAINTIUNINEIAN (Social Engineering)
fenasna wieadanalnene 1 tnglildldinalaniereuiawmeduindn wWielildunds UserD

=) 1

Password niwddunelunumnianisuasnais gliusnisnu udu 3) n1susnaunsalniegnseu
. ) o a a &l al
Y9958 UU (Hacking tools or system weakness) tWun1slalunisnsgyiiinnepeuinmesniips o
Ao wnesvesyuinIsinuesulalldul g wWevhateszuusnwanulaendonaidaudile
Joyansnauiunesnuiidenis 4) nsldings (Force and Revenge) lunislddsdseyuine
Tled e User ID, Password #3an15uiuAuiiasisas1eneludinass (Ying-Chieh Chen, Patrick S.

Chen, Jing-Jang Hwang wazaag, 2005)
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Online Gaming Criminal Methods Distribution

Hacking Tools or

For;:e and Revenge System Weakness
0.8% 11.7%

Identity Theft

Social Engineering 43.4%,

44.0%

sUnmidi 4 LAMARAIUTDINITNANISNS LV RALR Az USLLNTAATUUULNL DU laY

WiEaTian Ying-Chieh Chen, Patrick S. Chen, Jing-Jang Hwang lazaaly, 2005

911 3UA A 4 wudn dndruvesmsiianisnszyialunuesulalngldimnssunisdany
(Social Engineering) af1snalnaifieviasnaisuinda Sevas 44 wavnislasnssudndnval (Identity
Theft) fdndrun1snseindmdudosas 43.4 FanuindunisnseAadiolildunds nineau
aeluny (Virtual Property) 138 Runigluiny (Virtual Money) @ninsaidiasgianivelunisnsgii
Anluinuooulatiuur MMORPG annLnuuuriiduguyy (Community) suielug Ansiduuay
JnsvihiindesnisiazyihAanssauiielildundsmsngaulunudivnenn (Rare Virtual Property) %30
Guansluiny suluisdiduansouanivdsuningdunglunududuanludingiald (Ying-Chieh
Chen, Patrick S. Chen, Jing-Jang Hwang wazAalg, 2005) daai1uaeen1siian1snsevindaluiny

Y & o

saulatdnnldmasseyuiededinuazsnanieiies ludndiufosar 0.8 avvieulviliudeiidnsyyih

v = a A a Q1 o v | Na A Ao o %
AReIN15Ae a1184 (tem) B3aduneluny Tulyni1svinsresrenieludinasendlentavinla

)

AALIUAR

e

ngransuaznstssuldndutlgmlunussulatuus MMORPG

§1ud taasau (Emile Durkheim) indsauingrvnaniuaaldiauenguidenulissidou
(Anomie Theory) lutafunassuil 1890 Aussinsuasundasvesaniwdsn luamvgiviili
omgnssiatu Taslddunmiuamuudsunamesdsmilulssmalfuaaandsnunuasnas
Turuun Wudiemgramnssuludios (andn e, 2558) anuidsufiiiaduainnislidiai
Bovieliufeuludsauvuum snidudieniiseu damnududeu rudeundasisnddmalil
fingsuifouiildadu uazmuaudsay thlugannzamiuliszfou msdunmvesaesau wui
aﬁﬁﬂﬁmﬁﬁamaiu%"mLﬂﬁlaumué’mmqﬂmwmﬂiszﬂ,ﬂQi'é’muqﬂqmammwﬁé’quﬁu
uianaudlowrsugiaiiadesnw nvamesaumesi envgnssududunimesdaundudiutog

Indsputuandafiu dinseausuiasiansnssidoungunaeimedsny

a
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nmsthunfedsaul$seidoures 3lud inedau uieseianmeanudsuuiadutlagtu
ausoasuladn ALUE sunUasniasrumalulad @arsauna (Information Technology)
WasuwladluegesmamaidvesdaugldcuuasUssansnmuounaluladaudldng a1y
Tuumin e1vvdalidwmaliifndnsnisaindmedadedunnd 5lud wesau Auny wianiie
Fsudovazumngluannisfisedou ngrane Tiamsatsduldldnsounquiunisnsgsiad
Aedu Jgymiinuie nindauiiatulunueeulaiuwg MMORPG lasiiansidudvesdunsndiiy
mnningautumeluannsneeivginssuansasiuaiogilduielsd Snguunedidmunly
THeuduns nioanusadeduldlalaniela ludnyundamandwddumeluunnisasin
Msneo1vInITIAmITINT AT emntitedduafiendngnszviiinleviold dAeaniiz
¥ doviiAntuannaudeuuUasesanse ity

Tunsiigadavsvemingdunisluinuesulauuus MMORPG Rénan Kennedy lallguunaing
15 94 Virtual rights? Property in online game objects and characters W aTiAs s N
Tunisaseunseansngduluinueoulay wazn1suaniud suiiuasa (Real World Money) fu
davpaiailou (Virtual Object) 91nN15ANWIMUINGMIeT IFTaduIA Bafun1TAToUATIANS 7
Aeadestuauaineassd viedliuimanuudwesdvslunindauooulaidu (Ronan Kennedy,
2008)

nsAnu AU nfndadeuaiiiuanuianieeng i erfunsng vee adada 119uad
wu1 nindiadieuasuduinglafizusae Fedldaunsodndunsndauuinsi 137 wislszuna
novaneLnslaznaYd danalimsndiadouadlilansndnuunieuwisngmune Tunrsteduly
wwfoinnisdnieningaiiousiswesidu viemsdeatuemindaiouaiewesfdulunulneyain
Liduamuiiaguanningnsonnuiagiudneennsndnuuszaianguuneoiy ) (adsla v1auas,
2562) donndostunsfnuidoues navd Aty waz sutw Aagduan 7ldnisd@nwises

Jamngruneinefunsndduluinudesuladvesdiauinud laseydn Aweduinudosuladlsliing

9 9

1%
[y Y

~ ] | a ¢ A Yo way v ] )~ ]
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a

Liluninddu (nav1d Aty waz suin Wagum, 2562)

A15AEUNI5VRIUSEAN9USENAN 8N UNITNSESTA AN LN AUULNNE 8oUtad U7

MMORPG

AagsInlveIUsemansiladaneAiladuineitestiu nginisaindiazainisluinueaulal

a

(Characters) &@3294 (Item) 3 o13ulutnu (Virtual Money) Mgnvinlineliaienisnsyyinsuliveu

Y
1 (Y

(displaced through wrongful acts) w3egnilvldanusaiifelaangiau laeidadedn fazas

(%
YY)

melunuesulad dwwes vieldulwnududeya (Data) NdyaAmiaasegia dalunisnszyinia

[ 1
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MUNBLAY 5237 11951 244 "N15TAYINMTENTYINaN8TEUY N1TaunI ensiUA suulastoya”
(Ezgi Baklaci Gulkokar wag Sena Yasaroglu, 2020) 398931015058 vMRAn UAIazAsA18luLng
ooularl dwes viFefuluiny WumsnspviRaruiieaiunsnsssiiiafudeyaneluneyiiomes
Arno R. Lodder @@ auunainy 1599 Dutch Supreme Court 2012: Virtual Theft Ruling a
One-Off or First in a Series? SwasidumisiunisinsanafivesmainivesUszmausefuaus
(The Dutch Supreme Court) iiletiiau unsiau 2012 Idmafnnléininuiin Snqiasiou (Virtual
Object) amnsagnalugld annginisaluviaadiidrlud 2008 landeny 13 U fidunuesulad
Runescape @aifuinuuus MMORPG udagniniaemieuman ifieny 15 T virfresranie anduld
o1siayly dondu (Log In) iy Runescape Tagldnasdnauinlulunuiiesesazasvosland
ntfuisglandlaldmdaiis (Drops) nelunueeuladiiiofis 49904 (item) waziTunisluiny
(Virtual Money) w&lsiaesnauiul’ annmginisalienan matudulddnauliniselue (Theft
Faguafiou (Virtual Object) 1unsNTEIMTIRAN M AILLINIINISARFUAR N15dnY Nyl
MntumagnssaiBunumatudu Wel 2009 nessydufuidediealunisianuiesunindu
wes (Belong to) Lisaniiauld¥uaniun (Exclusive Power) 9mnmiatduidwesdsmedluinaiu
dieadifen warlul 2012 mafnifidusueiagosal uagldidadeUssifuliudasduasiia 3
Usgiiiu Usgnouse Uszidiui 1 Snquadieu (Virtual Object) lailddudn iduifisanimanani (Virtual
Uusions) AiUsznoudeteyamanoufitnasszdu Snuazluvi (Bits and Bytes) maddadedn i
Tanduassnasinseusuluyadludevesiu wardswestugnimiluld Ussidiud 2 Suasudedn
Awastiufedoya (Data) luldaswes mailiadedn uudsszninedoya fudwedhidanuiousasy
Iepgsineindsiiudeyaliannsausneenanmaidudsweds Jsuifui 3 mslasnssudeveady
dunilwenny Runescape madiadsdn dudeiduduiasds winsldmasunsdivilaaugs

Usiasimnlu (Amo R. Lodder, 2013) fipeiussemeaneluindeeulai Runescape Usingmisgunmil 5

sUnn? 5 uansiegusseniangluinuesulai Runescape
unasiun STEAM, 2022
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N1INITIRANNARNRLARI NIRRT uUUINUdooulatlilul MMORPG Aan1snszyiniafiinTu
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(Social Engineering) sanistaivatianisneuimesiielilauidwmswgauluiny (Virtual Property)
waalvuaramusyleninsndduluinuaienisaudunissne o naduiSuaanseaiidunisou
ibignseyhnaunsaldidugomialunisnentsnseyiinduls wu nmsendu vieldduunas
Runulun13nenisse (Angela Irwin wag Jil Slay, 2012) WaliAs1en1snseyiaNa19sindu
Tuwandsa wudn Jgninguuiewaznisveduldnguunen dludaqduiunswdfuaiiou
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M3l un15v09n1ATsR uenntoannni1sAaunas vaduldngmune wuin Uszine
ansgoiusnilaandunisda i1 National Cryptocurrency Enforcement Team (NCET) (U.S.
Department of Justice, 2021) teliinsgnssgfsssuuwisanigowinsanusatostulazumuus
N13nsEIRAINATITASULMARSISUT Lagdunsndadvia (Digital Assets) laan1357USINB NS
anelunsznses Afgdnduieddy asulneesisud orvginssumisaoufiamed nsweniiu
Lagn133UNING (Forfeiture) 1 ail NCET funaniind Tunvsiigavsiu duaiuasuady
Tnsatfuayu uaz@anailasn (Pursue) Afo1YRINTTUYRINTE NS Adewansliniwdaundsia
duiad eeflelagy afulanizey1eds nmsuanildsuanaiutaiiou (virtual currency exchanges)
n1sundan1siigsnssuvesaiulniaesisud 6183501519 tumbling services saulufianisly
msUTmaesisudlumeiiningneianseu (US. Department of Justice, 2022) Feo19921Tun 15U
AnfiAgrtostiuaiulneesisudfiazinsldolulanuniifanelueuaaiingsulndise

uonangmidonguuneiiAgrdestunindduaina (Digital Assets) lulaniuniifaudn
HymnisnseyhAad uiildifind uuda Ao nsanarumiananislianan (Satvik Pandey, 2022)
Tngdraeanmiiormsmands gnedmsinavie 4 - 5 au Iavnamadunielulanuaiisalaly
wioaunsnindeufieentunnanuiiduld udlinaanaumamaiiueionduy VR fiflnuauass
(Janko Roettgers, 2021) Asflonmasiindutuglafldnnme wazvnie Tnsanizesedufinuas
vy mngnnaelumsldfinslfouumivasinntuunisaianudulanatoudldgldouls
T#nuszauludunnty wmnlifing sudeu wiengumnefianansasuiunisasing niedaduld
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INNIFIALATINITATWANTUNITVDIUTLNARN 9 iﬁﬁmﬁméfjwmwuLﬁaf{‘fmmiﬁ’uﬁ@m
919YINTIUNNABNANADS F0819U ansgoing tan1vualy Federal Bureau of Investigation
(FBI) 89 1ulun1T8 UL UAIUARDIYYINTTUNNABUAILABS laglanz Ao Cyber Division
g aeldinsiAUnIsgUaTes Criminal Investigation Branch fintiiludualunfenvangsud
Antunieiiiintestu svuuneuiiunef wietenenfinmes Suwedidn nisliuinisesulad
vsomaluladansauinadu « (Tom Ackerman, 2009) w&a9ntiu fsunaanssewndnildmmualid
1560 991U 28 National Cyber Investigative Joint Task Force (NCUTF) Tuil 2008 Tagls FBI
Juwdamnanlunsdsduldngmuie (Congressional Research Service, 2020) agldinausiuie
YBINMUIBUAN 9 vesaniFelIningd 30 nireau Feuszneusie 1) misgemdeduldnguung
2) guuININTos (intelligence community) fiUsznaulUsevheuiurNnsososansgoLing
ﬁ'ﬂ"ﬂﬂvuqua‘[ﬂaﬁ’ﬂﬂ’ﬂsu'nmaﬂLm'asma Lag 3) NTENITNAMNYBENTgoLuTNI (FBI, 2022)
Tag NCUTF sinthiiniivdnlunissauile ysanns uay wisdudeyatninges eaduayunns
duanudeuausivauaunidlees sl Europol Wumiisnudsduldnguunavesananglsy
(Europol, 2022) 1@ 158 af s European Union CYBERCRIME TASK FORCE (EUCTF) lud 2010
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Abstract

The problem of domestic violence is a primary problem of social peace issues.
The most common types of violence are husbands attacking wives, child abuse and child
labor. Domestic violence is illegal and its effects on the victims whether physical, mental or
behavioral also impact families. So, victims can go to court and file a lawsuit to end the
relationship. But there are several alternative justice systems that can help maintain that
relationship by helping parties agree and understand each other by using a dispute settlement
process called “ mediation”. This allows the parties in the case to have the opportunity to
negotiate and settle the dispute with a compromise using a mediator to help with the negotiations
and settlement. As a result of mediation, the victims will be able to access the justice system
with ease, speed and fairness and the damage will be resolved quickly without having to pay
court fees. The process of justice in society should help prevent violence within the family on
the basis of fundamental human rights, being aware of the risks to victims of abuse from family

members, and providing children and women protection according to the next process.

Keywords: Domestic Violence, Mediation, Judicial Process
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Abstract

The development guidelines for the Reliance Center for Domestic Violence Prevention,
Police Hospital are to examine possible issues and develop its performance using a structured
interview with a total of five candidates, including the executive and officers. Based on the
analysis, the results have indicated insufficient personnel and workforce in the Reliance Center
for Domestic Violence Prevention, Police Hospital. For instance, the annual budget,
maintenance budget, and donations from the Police General Hospital Foundation have not
been appropriately allocated to doctors when patient care is required 24 hours a day. As a
result, personnel from other departments are assigned to perform additional duties. From the
investigation, there are no personnel or any professional officers from the Reliance Center. As
for performance evaluations, the progress of data coordination or the performance tracking
system is stagnant. Additionally, the Reliance Center still lacks effective methods of working
proactively. The development guidelines for the Reliance Center for Domestic Violence
Prevention, Police Hospital are to restructure the hospital to become the focal department
with missions and a qualified workforce for effective performance to receive a consistent
annual budget. Regarding budget management, each sector shall receive appropriate funds to
strengthen its efficiency and sustainability in management. The structure of the work
performance and the work schedules of personnel from the Reliance Center shall be arranged
and adjusted for primary care in some cases and as a one-stop service center. Meanwhile,
more communication channels are necessary to track data for performance evaluations and
improve performance in diagnosis, data transfer, and officer collaboration. Last, the promotion
of a project to spread awareness and avoidance of domestic violence is essential. Also, there
should be contact channels for a report, suggestions, and assistance before or after an

incident.

Keywords: Work development guidelines, Reliance Center
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Abstract

In the past decade, the police officer suicide rate has increased substantially and
become a major concern. The present descriptive research and retrospective study aims to
examine the rate of suicide and the risk factors for suicide among police officers. The study
comprised 295 cases which occurred between January 2014 and December 2021 from the
death records of the Personnel Division of the Royal Thai Police. In addition, an interview form
was used to collect the suicide data from the family members, colleagues and/ or
commandants of 12 cases in 2021. The study results revealed that suicide was more frequent
in men (98.36% ). The suicide rate was highest for those aged between 41 and 50 years
(40.00%) and 46.78% of the cases were sergeant major or senior sergeant major. The majority
of the cases worked in the Prevention and Suppression Division (70.17%). Firearms were the
most common means of suicide (78.31%) and the leading cause of suicide was physical health
issue (22.64%). According to the suicide data gathered from the subjects related to the cases
in 2021, 41.67% of the cases expressed thoughts of self-harm and 50% of the cases drank
alcohol constantly. The majority of the cases had chronic health conditions or critical illness
(75%) and 58.33% of them were reported to have had depression two weeks before
committing suicide. Over half of the cases had family income between 20,001 and 50,000 THB
per month (58.33%). Although 66.67% of the cases had savings (unknown amount), half of
the cases had financial problems involving debts. In order to lower risk factors for suicide, all
police officers should have annual health check-ups and psychological self-tests. Additionally,
mental health courses/ programs as well as firearm safety training that include best practices
in suicide prevention should be held regularly. In addition, integrating personal financial

planning into general seminars or training would also help reduce the risk factors.

Keywords: Risk factor, Suicide, Police officer
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Abstract

This study, “Motivation for Online Gambling Addiction”, aimed to 1) study online
gambling of online gamblers 2) study the motivation for online gambling addiction of online
gamblers and 3) find preventive and corrective measures for online gambling addiction. This
study used a qualitative study method with in-depth interviews of 10 key informants who
were online gamblers. Content analysis was the method for data analysis. It was found that
online gamblers mostly started from online soccer gambling with a gambling frequency of at
least once a week. When not actively engaged in gambling, the key informant would feel
slightly irritated and inadequate. Major factors in key informants’ engagement in online
gambling were their own preferences to “ keep their fingers crossed” or take risks and do
exciting activities. The study showed that online gambling advertisements did have a
substantial effect on the decision to engage in gambling. In the eyes of the players, existing
legal measures do not have an effect on their decision to engage in gambling as they believe

that online gambling is safer and more anonymous compared to going to actual casinos.

Keywords: Motivation, Online Gambling, Addiction
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Abstract

This research aimed to study the knowledge, the problems and obstacles and the
guidelines for the development of knowledge about the collection of evidence in forensic
science of provincial police in Trat Province. This was a mixed method research study. The
data collection was done using questionnaires and structured interviews. The researchers
distributed a questionnaire to 218 police officers selected using random sampling and
interviewed three forensic officers chosen using a specific sampling method. The questionnaire
was used as a tool for quantitative data and the interview form was used to collect qualitative
data. The statistics used in the analysis were frequency, percentage, mean and standard
deviation, t-test, One Way ANOVA, Pearson Correlation and analytic induction. The results
showed that the level of the knowledge, the problems and obstacles and the guidelines for
the development of knowledge about the collection of evidence in forensic science of
provincial police in Trat Province as a whole was at a high level. Different age, status and
income affected the knowledge, the problems and obstacles and the guidelines for the
development of knowledge about the collection of evidence in forensic science of provincial
police in Trat Province at the statistically significant .05 level. The knowledge and the influence
of problems and obstacles had a statistically significant relationship at the 0.05 level with the
guidelines for the development of knowledge about the collection of evidence in forensic
science of provincial police in Trat Province. The relevant division should provide the
knowledge to organize the forensic evidence collection system into categories to facilitate
information search and have a case done faster and to keep up with current events. There
should also be a review of knowledge. Practicing skills increases proficiency in inspecting crime
scenes as does attending various training courses related to crime scene investigations or other

divisions.

Keywords: Knowledge, Evidence in forensic science, Trat Provincial Province
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