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Abstract

Phishing, a form of cybercrime, is an evolving transnational threat causing significant
harm to individuals and nations. Enforcing relevant laws against it presents various challenges
and obstacles. This research aimed to analyze the current state of phishing, explore its
different patterns, identify these obstacles, and propose guidelines for effectively preventing
and suppressing phishing in Thailand. The study involved ten key informants, including policy-
makers, law enforcement officers, and scholars. It foundthatadvanced technologies facilitated
the evolution of phishing scams beyond traditional methods. Common patterns of online
fraud included selling fraudulent merchandise and deceiving victims into clicking links that led
to money transfers. Offenders often operated in groups or networks, and victimization was
typically driven by greed, fear, and unawareness. The primary obstacles in combatting phishing
included public unawareness, cumbersome bureaucratic processes, and a failure to learn from
past experiences for more systematic planning. Additionally, the lack of effective collaboration
between government and private sectors posed a significant challenge. The study proposed
guidelines for. combating phishing, including systematic planning, raising awareness of
advanced technology; and comprehensive approaches. These involved educating the public
and enhancing collaboration between the government and private sectors to address this

issue promptly, efficiently, and effectively.
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